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	Policy Title
	Data Handling Policy

	Policy Owner
	Director / Managing Director

	Policy Number
	IES-004

	Effective Date
	20th April 2026

	Review Cycle
	Annual

	Applies To
	All employees, contractors, freelancers, and consultants working for or on behalf of CRV Digital



1. Purpose
This policy sets out how CRV Digital collects, receives, stores, uses, transfers, shares, retains, and disposes of business, client, project, personal, and case-related information. The policy exists to protect confidentiality, preserve data integrity, support lawful and professional working practices, and ensure that information is handled securely and proportionately throughout its lifecycle.
2. Scope
This policy applies to all information handled by CRV Digital, whether digital, physical, temporary, archived, client-supplied, internally created, or shared by third parties. It applies to all systems, devices, storage locations, software platforms, communication channels, and working practices used for company business, including remote and home working. This policy covers all staff, contractors, and collaborators acting on behalf of CRV Digital.
3. Policy Statement
All data handled by CRV Digital must be processed on a need-to-know basis, kept accurate and secure, and handled in a manner appropriate to its sensitivity. Data must only be used for legitimate business and project purposes, must be protected against unauthorised access, loss, misuse, or disclosure, and must be retained only for as long as reasonably necessary or contractually required.
Requirement 1: Data classification and minimum handling controls must be applied so that confidential, personal, privileged, and case-related information is identified and protected appropriately.
Requirement 2: Access to data must be limited to authorised persons who require it for legitimate business purposes, and data must not be shared, copied, transferred, or stored in ways that create unnecessary risk.
Requirement 3: Storage, transfer, retention, deletion, and any exception to normal handling rules must be documented or approved where the sensitivity of the data or the circumstances require it.
4. Roles and Responsibilities
Clarify accountability for implementing, monitoring, and enforcing this policy.
	Role
	Responsibility
	Notes

	Policy Owner
	Owns, reviews, and updates this policy. Approves exceptions and determines the minimum controls required for higher-risk data handling.
	Responsible for company-wide oversight.

	Managers / Project Leads
	Ensure project information is handled appropriately, access is restricted, approved systems are used, and retention/disposal decisions are followed.
	Responsible for project-level oversight.

	Employees / Contractors
	Handle data in accordance with this policy, use approved systems and processes, report incidents promptly, and escalate uncertainty before taking action.
	Responsible for day-to-day compliance.


5. Procedures
1. Identify the type of data being handled and assess whether it includes confidential, personal, privileged, commercially sensitive, or case-related information.
2. Store data only in approved locations and systems, using access controls, secure passwords, and appropriate sharing restrictions.
3. Transfer data only by approved methods and only to authorised recipients, keeping the amount of data shared to the minimum necessary for the purpose.
4. Retain, archive, and delete data in accordance with project, legal, contractual, and operational requirements, ensuring that disposal is secure and documented where appropriate.
6. Compliance and Exceptions
Compliance with this policy will be monitored through management oversight, project reviews, file checks, and periodic review of working practices. Breaches may result in corrective action, retraining, restriction of access, disciplinary action where appropriate, client notification where required, and escalation to legal or regulatory advisers if necessary. Any exception to this policy must be requested in advance, approved by the Policy Owner, documented in writing, and supported by a clear explanation of the business need, risk, and mitigating controls.
7. Related Documents
Confidentiality Policy
UK GDPR, Data Protection Act 2018, and applicable contractual confidentiality obligations
Client Intake Form, Source Register, File Retention and Archiving Policy, and Incident / Breach Log
8. Definitions
Use this section for terms that may be interpreted inconsistently.
	Term
	Definition

	Data
	Any information handled by CRV Digital, whether digital or physical, including client materials, project files, communications, personal data, business records, drafts, and archived materials.

	Confidential Data
	Information that is not public and must be protected from unauthorised access or disclosure, including client information, case materials, commercial information, and privileged communications.

	Personal Data
	Information relating to an identified or identifiable individual.

	Exception
	A formally approved departure from this policy for a specific purpose and subject to defined safeguards.


9. Approval and Review
Approved by: HENRY WILSON | DIRECTOR
Approval date: 20 April 2026
Next review date: 20 April 2027
Version: [v1.0]
Revision History
	Version
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	Summary of Changes
	Author / Approver

	1.0
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Appendix A (Data Classifications and Minimum Controls)
Public: Information approved for public release or general marketing use.
Internal: Routine business information intended for use within CRV Digital and authorised service providers only.
Confidential: Client, project, commercial, or operational information requiring restricted access and controlled sharing.
Restricted / Sensitive: Personal data, privileged material, evidence-related material, or information that would create significant legal, commercial, or reputational risk if mishandled.
Appendix B (Minimum Expected Controls for Data Handling)
Use strong, unique passwords and enable multi-factor authentication where available.
Do not store client or case files on unapproved personal devices or consumer file-sharing services.
Keep working files organised in approved folder structures with clear naming and version control.
Check recipient details carefully before sending confidential information.
Report any suspected loss, unauthorised access, accidental disclosure, or security weakness promptly.
Page 1
